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1.0 INTRODUCTION

This manual provides step-by-step instructions to obtain a Treasury Financial Management
Service (FMS) Enterprise User ID, using the Treasury User Provisioning Service (UPS). This
FMS Enterprise account can be used to access numerous integrated applications. These
instructions are for non FMS Employees. If an FMS Employee has not been assigned an FMS
Enterprise account, they should request an account from the Data Access Control Division.
While this provisioning application supports various Internet browser applications, support and
instructions are only provided for more recent releases of Microsoft Internet Explorer.

11 Scope
This manual provides Instructions for external Treasury Customers on how to:

= Register for a user ID

= Answer Secondary Authentication questions

= Use the Forgot Password functionality to reset your password
= Use the Forgot User ID functionality

1.2 Prerequisite Steps
Before you start please check the following:

1. Internet Explorer — Versions supported are 6.0 and higher (to check your browser
version, from your browser choose Help and About Internet Explorer, this will give you
your current version. |If your version is lower than 6.0, please have your PC support
perform an upgrade your browser before continuing.

2. Make sure your browser can accept cookies (from your browser choose Tools, Internet
Options, Privacy and make sure your settings are “Medium” This can also be done by
selecting Tools, Internet option, Privacy, Advance, and set Override Automatic Cookie
handling, Accept Cookies, and Always Allow Session Cookies. This is probably better
because of differing security requirements

3. Make sure your browser is set to disable script debugging (from your browser choose
Tools, Internet Options, Advanced, under the Browsing section make sure that “Disable
Script Debugging” for Internet and Other is checked

The web address you should be accessing is:
https://www.twai.gov/i TWAIUPS/user/login.jsp

If you have any problems with your browser, please call your local agency PC support helpdesk.
At any phase of this registration if you have problems obtaining your ID please call the FMS
Helpdesk at 202-874-4357 or CBAF for assistance.
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2.0 TREASURY USER PROVISIONING SELF REGISTRATION
2.1 Treasury User Provision Service
1. A new user who wants to self-register can do so by going to the TWAI UPS Login

screen. The URL for this screen is: https://ups.twai.gov/TWAIUPS/user/login.jsp. Click
on the “Register” link as shown in Figure 1. This will allow you to start the registration

process.
Figure 1 Treasury User Provisioning Service Login Page
5 Treasury User Provisioning Service Loglin - Microsolt Internet Explorer provided by Comeast CE=
Fie Edt ow Fanrizs Took  Hoip a
4 F | Poeh Srom @ @S- 4-0 B-DO b
0 g Peup e, b g B P i A e, 7T P T D844 IR WY = B O i L0 e s LR G T A SO = CLMETHOD TRt | [

f Treasury User Provisioning

Hel
Lagin to Treasury User Provisioning Service
Wl 1 P4 10 Tl ey Lkl 1 P A B0 e S0PA00. BT s er U BT 1D anvl pascasa sl a r Teed Ol inLegia. 1 pog

LaN TEATATRIET W07 [ S50, 4 K P i Pasawiond

Usid I

Farsmwoad

Usar clicks on Baglsrar

WARNING WARNING WARNING
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2.2 Treasury User Provision Service Self Registration

2.2.1 Unique Number Identification

2. For Security reasons, the Treasury Self Registration Page will be displayed. Type in the
numbers that appear in the box and click “Next”
Figure 2 illustrates the Treasury UPS Self Registration Page.

Figure 2 Treasury Self Registration — Unique Number Identification

KREASUR Y
) [
'ﬁ, B e .‘.‘0
) .
s g

) <,
AN aGEe

SERyICH

Treasury User Provisioning

Treasury Self Registration

621864351

In the space helow, enter the text that you see in the picture above

62186431 *

* indicates a required field

[»Next»% ] [ Cancel ]
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2.2.2 Unique E-mail Address Verification

3. In order to verify that your email address is unique, enter information in all of the fields
marked with a red asterisk and click “Next”.

Figure 3 illustrates the Treasury UPS Self Registration Page for unique e-mail address
verification.

Figure 3 Treasury Self Registration — Unique E-mail Address Verification

4 _.;_q,:.-.u Lig I

Treasury User Provisioning

Treasury Self Registration

To begin the registration process please enteryour name and email address below:

FirstMame | oMl
Last Mame *
E-Mail Address | |+
Re-type E-Mail | |
Address

* indicates a required field

[ Mext== ][ Cancel ]

Note: If the email address you entered above is not unique the message illustrated in Figure 4
will be displayed.

If you get this message it means your email is not unique to the UPS system. If this is your
personal email account, you can retrieve your FMS User ID by clicking the Forgot User Id on the
Login page. If you continue to experience issues , contact your CBAF or the FMS helpdesk at
202-874-4357. If you do not receive this message then click the next button to proceed to
number 4.
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2.2.3 Not A Unique E-mail Address Message

Figure 4 illustrates the Treasury UPS message that the e-mail address is not a unique e-mail
address.

Figure 4 Treasury Self Registration — Not A Unique E-mail Address Message

F 5y
1. o
i £
T

Treasury Self Registration

Treasury User Provisioning

To hegin the registration process please enteryour name and email address below:

A userwith the entered E-Mail Address already exists. Please contactvour administrator ifvou need access to the Treasury applications.

First Name Test ol
LastMame 'User &
E-Mail Address testuser@twaiups.gov |
Re-type E-tail T o S ¥
Address lestusergtwaiups.gov |

* indicates a required field
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2.2.4 Unique E-mail Address Confirmation

4. If your email address was unique you were sent the Confirmation message illustrated in
Figure 5. Click finish then check your email for the message below. Proceed to step 5.

Figure 5 illustrates the Treasury UPS confirmation message that the e-mail address is a unique e-
mail address.

Figure 5 Treasury UPS — Unique E-mail Address Confirmation

J Treasury User Provisioning

Confirmation

A notification was sentto testuserd@twaiups.gov in order to verify the email address.

Flease follow the instructions in the email to complete Treasury account registration.

5. The confirmation email provides a link to continue the registration process. From the
email, click on the UPS link as highlighted in Figure 6.

Figure 6 Treasury UPS — Confirmation E-mail

From: Treasury UP3 User ldministration [mailto:twaigovimail.eroc.tvai.gov]
sent: Uednesday, March 15, 2006 10:32 AN

To: User, Test

Subject: Treasury UPS Email Verification

This notification confirms Test User's ewail address for Treasury application access.

Click on the following link to continue with the Treasury UPS Self-registration process:
httpas/fvww, tyal, gov/ TAIUPS/ user/anonProcesslaunch. jap newViey=truesid=TWAIRS3PTeop eci=06475854

If clicking on the above link does not work, copy and paste or enter the above link information in your hrowset.

This email has heen generated by an sutowated notification system.
PLEAZE DO NOT REPLY T THE ENAIL.
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2.2.5 Unique Number Identification Redirection

6. For Security reasons, you will be redirected to the Unique Number Identification Page.
Type in the numbers that appear in the box and click “Next.”

Figure 7 illustrates the Treasury UPS Self Registration Page.
Figure 7 Treasury UPS — Unique Number Identification Redirection

KREASLG 5

3 ﬁ 5
> t'."'o z
_4‘_- - a2 ;
5 25
< By

A A

Treasury User Provisioning

Treasury Self Registration

9207142 1

In the space below, enter the text that yvou see in the picture above

192071421 .

* indicates a required field

| Next=> | [ cancel |
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2.2.6  Name And E-mail Address Verification

7. Verify that your name and email address is correct as displayed in Figure 8.

information is not correct contact your CBAF or the FMS Helpdesk at 202-874-4357.

Figure 8 illustrates the Treasury UPS Inbox Item Edit Page for name and e-mail address

verification.

Figure 8 Treasury UPS — Name And E-mail Address Verification
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2.2.7 Select Organization

8. Click on the drop down menu to select your organization. If you do not know which
organization best suits your scenario, please contact your local administrator or the FMS
Help Desk. Once you choose your appropriate organization, click “Next.”

Figure 9 illustrates the Treasury UPS Select Organization Page.

Figure 9 Treasury UPS — Select Organization Page

A Identity Manager - Microsoft Internet Explorer, provided by EDS COE

File Edit Wiew Favoites Tooks  Help Gn.‘.-
Qback - - [{ B (0 Poearch SrFaries 8 B (- &- 5 B G
Address |@h|https:,l',l'Ft—ups-Future.twai.govITWAIUPS;'user;'anonWorkItemEdit‘jsp?id=%23ID%2355CA06ASDDDFSZDD%EA1286C?1%SA1DEF1D36?48%3A-66EB V| Bae uk”

ALY
AL

3

it

Treasury User Provisioning

Select Organization

Search for an organization

il Organization Type |~ Select -

Consumers and Citizens
Caorporate

Educational and Mar-profit
Federal Agency

* indicates a required f

Federal Resere Bank
Financial Institutions
State and Local Govemments
@ Darie é ' Internet

12
Treasury User Provisioning Service Guide March 24, 2007



Treasury User Provisioning Service Guide

2.2.8 Select Federal Agency And Bureau

9. Figure 10 depicts a screen if the user chooses Federal Agency as his/her Organization.
(Note: This screen will look different depending on the Organization that is chosen in
step #8). Once you complete all of the required information, click on "Next" until you
reach the "Personal Information Page."

Figure 10 illustrates the Treasury UPS Select Federal Agency Page.
Figure 10 Treasury UPS — Select Federal Agency Page

ot Treasury User Provisioning
.

Federal Agency

AgencyiDepartment Department of the Treasury V:

VT inancial Management Senice

OR

Search By Mame

Advanced Search T — =@l
Options: :_Stans W|th_l\_-_'__

<<Previous ]| Meyts= ][Cancel ]
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2.2.9 Enter Personal Information

10. Enter your Personal and Demographic Data. Note: Enter numbers only for the phone
(dashes are not allowed). Please fill in all information. Fields that have an asterisk (*)
are required information that you must fill in.

Figure 11 illustrates the Treasury UPS Personal Information Page.

Figure 11 Treasury UPS — Personal Information Page

H Treasury User Provisioning

Personal Information Page

Please enter your personal information below:

User Identification
FirstMame Test
M.
LastMName User
Full Mame TestUser

E-Mail Address testuseridtwaiups.gov

Generation |
Company Mame

Select 3 Courtry .L'J'NITED. STATES i

[i] Building Locatioh
Code L

il Business k)
Address L

[ilBusiness
Address2 L

Room Mumber

il Business | Y
Address |

[il puziness
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2.2.10 Accept Rules of Behavior Page

11. After clicking “Next”, you will be prompted to accept the FMS Rules of Behavior. After
reading through the Rules of Behavior, click on “Accept”.

Figure 12 illustrates the FMS Rules of Behavior page.

Figure 12 Treasury UPS — Rules of Behavior Page

A Identity Manager - Microsoft Internet Explorer. provided by EDS COE 4-Handwriing < DrawngPad B 3 E][E

File Edit Wiew Favorites Tools Help eﬂ'\'

QBack ~ ) H & o D Search s Favorites £ & - A3 o ¥

Address | &] https:jft-ups-Future twal.gov/ TWATUPS]user fanontWorkItemEdit, jsprid=":2310% 2355 C ADBASA00732D0% 341 9E421 E%3A1 LOCTESFC2E Y 34- 3565 “ aGn Links
-~

Rules of Behavior
Read the following FMS Rules of Behavior and indicate your agreement to abide by these rules:
Rules of Eehavior for External Users of FM3 Systems -

1. ¥ou must conduct only authorized business on the system.

2. Your lewvel of access to the FHS system is limited to ensure your
access 15 no more thah necessary to perform your legitimate tasks or
azszigned duties. If you helieve wou are heing granted access chat
you should not have, vou must irmediately notify the FMS Information
System Security Officer or the FM3 Help Desk (Z0Z-374-4357).

3. You must maintain the confidentiality of your authentication
credentials such as your password. Do not reveal your authentication
credentials to anyone; an FMS ewployes should never ask you to
reveal them.

4, You must follow proper logon/logoff procedures. Tou must manually
logon to your session; do not store your password locally on your
gystem or utilize any sutomated logon capsbilities. You must
promptly logoff when session access is no longer needed. If a logoff
function is unavailable, you must close your bhrowser. Never leave
your computer unattended while logged into the system.

5. You must report all security incidents or suspected incidents s

Frintable Rules of Behavior

| have read the above Rules of Behavior for External Users of Financial Management Service (FMS)
Systemns. By my electronic acceptance, | acknowledge and agree that my access to the FMS system
is covered by, and subjectto, such Rules. Further, | acknowledge and accept that any violation by me
ofthese Rules may subject me to civil andior criminal actions and that FMS retains the right, at its
s0le discretion, to terminate, cancel or suspend my access rights to the FMS systemn(s) at any time,
without notice.

g’] Done é O Inkernet

2.2.11 Answer Secondary Authentication Questions and Provide Shared Secret

12. After accepting the Rules of Behavior, you will be prompted to answer Secondary
Authentication Questions and to provide a Shared Secret. The questions will be asked of
you when you have forgotten your password and would like to reset it. It should be noted
that you are required to provide answers to at least 8 of the questions.

Figure 13 illustrates the Secondary Authentication Questions and Shared Secret page.

15
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Figure 13 Treasury UPS — Secondary Authentication Questions and Shared Secret

Treasury User Provisioning

Answer Secondary Authentication Questions And Shared Secret

“fou are reguired to answer a minimum of 8 gquestions. And answer the shared secret.
Secondary Authentication Answers will he converted to upper-case automatically.

Account 1d rmgibhs504
Who is your favarite actoractress?
Ywhat is your lucky number?
"What is your favorite TV show?
Wyhat is your favorite animal?
Wyhat is your favarite car?
Wihatis your favorte color?
Yhat i your favorite movie?
Who is vaur favarite singer?
What is your favorite food?

Wihere do you like to vacation?

AND

Please enter a shared secret.This value will be used to validate your identity should you require assistance in re-setting your password.
Although this value is a secret, it is OK to reveal the value to an FMS help desk administrator when resetting your account.

Shared Secret -

Shared Secret Policy:

“Must be at least & characters lang

"Must contain alphanumeric characters

*There can be 2 maximum of three repeated charasters

* indicates a required field

Help
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2.2.12 User ID Authentication Information

13. Once you answer these questions and supply your Shared Secret, click on the “Next”
button. This will take you to the “Authentication Information” page. On this screen, you
will see your newly created UPS enterprise user id. You must assign a password. Type
your new password twice and click “Next”. Note: Remember this password and User ID.

Figure 14 illustrates the Treasury UPS Authentication Information Page.
Figure 14 Treasury UPS — User ID Authentication Information Page

TS
-..:-.ﬂ.'r s .’._'l:.

3
5

#

L5

:
T

Treasury User Provisioning

=" .::':

Authentication Information Page

Flease enter your authentication information below:

Treasury User D taccohiil
[i] Mew Password . k

Confirtm Passwaord [

Password Policy:

“tdust be at least 2 characters long

*tdust contain at least one Upper case letter and at least one Lower caze |etter
*Must contain at least one number

*There can be a mazimum of two repeated characters

* indicates a required field

[ Mext== ] [ Cancel ]
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2.2.13 Account Confirmation

14. You will now be directed to the “Account Confirmation” page (Figure 15).

Figure 15 illustrates the Treasury UPS Confirmation Page.

Figure 15 Treasury UPS — Account Confirmation Page

A Identity Manager - Microsoft Internet Explorer provided by EDS COE 4&-Handwriting g DrawngPad B Q[ﬁlgl
Eile Edit Wiew Favorites Tools  Help em
QBack ~ ) = & 2| O search ' Favorites €8 | [ LY S Q3
fddress | €] https: ft-ups-Future bwal gov/ TWAILPS UserfanonarkItemEdit, jspfid="%231D% 2355 CADGASI0073200% 3A2CTING 3R] | 1 1SDERT 774 3A-TESE “ Go  Links *

~
Help

Account Confirmation
You have successfully created a Treasury Enterprise Account intended for use with several Treasury Applications. Access to these applications needs
to be requested and gramted individually.  Please contact the respective Application Administrator or select "Add"” to request automated application
accesstothe ing Treasury Applications ible with your new account.
A ible Treasury Applicati

Application Action

AMA Contact Application Administrator

ASAP Contact Application Administrator

Sam Contact Application Administrator

SBD Contact Application Administrator

TCIS Add

IPAC Caontact Application Administrator

GYA Add

ITS Contact Application Administrator

TWAI Central Contact Application Administrator

TGAnet Contact Application Administrator

TGAneiTraining | Contact Application Administrator

TRS Contact Application Administrator

Cashtrack Contact Application Administrator

TTLFlus Caontact Application Administrator

v
@'] Dore é # Internet

15. You are now ready to request access to your Treasury application. You can select Finish
to gain access to an application sometime in the future, or you can select “Add” to gain
access to an application now. Notice that currently only two applications allow self-
registration to occur. By clicking on the “Add” link under Action, you will be directed to
the UPS login screen where you will need to enter your newly created user id and
password.
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2.3 Treasury Application Access

2.3.1 Treasury User Provisioning Service Login

16. After successfully logging into UPS, you will be directed to a screen where you will need
to provide a supervisor’s information. This step is needed so that an e-mail can be sent to
the appropriate supervisor and he/she can provide you with the appropriate application
roles. After entering the supervisor’s information, click on “Find User”.

Figure 16 illustrates the application-specific “Select Supervisor” screen.
Figure 16 Treasury UPS — Select Supervisor Screen

A |dentity Manager - Microsoft Internet Explorer provided by Comcast |:HE|[Z\
File Edit View Favorites Tools Help :;'
Qeoack - O - ¥ &) @0 Psoearch FrFavaries € | B (- &~ 5 B ® Links

Address |®j hittps - //ft-Ups-fUiture, twai gov/ TWAIUPS Auser fworkIte mEdit, jsp?id= %2310 %23C8533C 1001B96ECO %34 1D4ABIE %341 10B79937E3%34 ¥ | Go

PaEhsle
o P

Treasury User Provisioning

Help | Logout
GWA User Enrollment - Select Supervisor

Provide supervisor's
natme by searching for and then click on Find User.

UseriD |femasuperl| and é’

The user enters information to identify supervisor

Email |
Find User ] [ Cancel ] [ ==Pravious
Logout Logoed in as: tfemas00
&) Done S @ Interret
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2.3.2 Select Supervisor Results Page

17. The next page shown will provide the results for the supervisor’s information you entered
in the previous step, if found. If the information is correct, click “Next”.

Figure 17 illustrates the Treasury UPS Select Supervisor Results page.

Figure 17 Treasury UPS — Select Supervisor Results Page

A Identity Manager - Microsoft Internet Explorer provided by Comcast [':I@@
File Edit View Favorites Tools Help ﬂ'
Qeack - ) - ¥ [&] @0 P Search TrFavories € B I & L B ® Links
Addrass |g‘| https: /fft-ups-fliture. teeai.gov/ TWAIUPS Auser fworkItemEdit, jsp?id=%231D %23C8533C 100 1BO6ECO %34 1D4AB0E % 3A110B7O037EI%3A v | Go

Treasury User Provisioning

Help | Logout
GWA User Enrollment - Select Supervisor

Provide supervisor's
name by searching for and then click on Find User.

User D | EGEENERS and The supervisor informatin is returned

Email |

Supervisor ‘ |

Superisar E-mail ‘ |

Supervisor |
Telephone

The user clicks Next to continue
Find User ][ Cancel ][ ==Pravious ][ Mext== ] /

Looout Logoed in as: tfemas00

&) Done 5 @ Internet

Note: Currently, most applications require a paper request to be submitted to the CBAF. Your
application may require an approval process before your access will be granted. Once your
application access is granted you will be notified via email. Use the ID and password that you
just created to access the application.
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2.3.3 Application Specific Role Access

Figure 17 illustrates the Treasury UPS Manage My Applications Page, showing existing
applications.

18. The next few screens will ask you to enter information for roles that you will need for
your specific application.

Figure 18 illustrates the GWA Enrollment Form.

Figure 18 Treasury UPS — GWA Enrollment Form

4 Identity Manager - Microsoft Internet Explorer provided by Comcast =13

File Edit View Favorites Tools Help

e
Qeoack - O - ¥ &) @0 Psoearch FrFavaries € | B (- &~ 5 B ® Links
Address |réj https: //ft-ups-fliture. twai.gov/ TWAIUPS fuser fwarkIte mEdit. jsp #variables. fieldRole-1 v | Go
i Treasury User Provisioning
Help | Logout

The user selects Module and Role, and
GWA Enrollment Form adds somePermissions information

Select Moduleis) and Role{s) that you require access to
GWA UserAccess

Module * Role * AGroup Permissions

O |Account Statement b4 | |AR hd | | | |Test user

*indicates a required field

*to delete 2 row selectthe check box next to the module, then select the delete button

[Detete |[  AddModuleiRole | [ ==Previous | [ Cancel | [ Next=> |

Logout

Logged in as: ffermas00

The user clicks Next to continue

&) Done

S @ Interret
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19. After entering all of the appropriate application-specific information, you will receive a
confirmation page.

Figure 19 illustrates the GWA User Enrollment Confirmation Page. Once you click on “Finish”,
the self-registration process will be completed.

Figure 19 Treasury UPS — GWA User Enrollment Confirmation Page

2 Identity Manager - Microsoft Internet Explorer provided by Comcast [ZI[EI[‘S_TI
File Edit “iew Favorites Tools  Help l'f'
Qerack - © - ¥ &) | Psearch FrFavories 8 | B Qv A~ L B ® Links ”

Address |g"| https: //f-ups-futLre, twai, gow/ TWAIUPS user AvorkTtermEdit, jsp?id =%231D%23CA533C 1001BI6ECO %34 1D44BOE %34 1 10B79937E3 %34 v | Go

AR Treasury User Provisioning

Help | Logout
GWA User Enrollment Confirmation

Your reguest has been submitted and is now awaiting approval.
Upon completion of the approval process you will be notified by e-mail.

Logout \ Logged in as: tfemasnn

The confirmation screen is displayed and the
user clisks on finish to continue

&] Done

S @ Internet

You will be directed to the UPS Welcome page after clicking on “Finish”. You will be notified
by your supervisor when access to your application has been granted.
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3.0 UPDATE SECONDARY AUTHENTICATION
This section describes the steps involved to update the secondary authentication answers.

3.1 Login To UPS

In order to update your answers to the Secondary Authentication Questions, you must login to
UPS.

Figure 20 illustrates the Treasury UPS login Page.
Figure 20 Treasury UPS Login Page

J Treasury User Provisioning

Help

Login to Treasury User Provisioning Service

YWelcome to Treasury User Provisioning Senvice. Enteryour user ID and passward, and then click Login. If you
cant remember your pagsword, click Forgot Password

User ID

Password

Register Forgot Password  Forgot UsedD

WARNING WARNING WARNING

Tou have accessed a United States Govertment cotputer. Unanthorized use of this computer 15 a violation of federal law and may subject you to cvll and
critinal peralties,

This computer and the automated systems, which run on i, are monitored. Tndwiduals are not guaranteed privacy while using government computers and should,
therefore, not expect t. Communications made using this system may be disclosed as allowed by federal law
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3.1.1 Update My Secondary Authentication Answers

On the Welcome page, click on the link “Update My Secondary Authentication Answers and
Shared Secret,” as illustrated in Figure 21.

Figure 21 illustrates the Treasury UPS Welcome Page.
Figure 21 Treasury UPS — Welcome Page

<A Identity Managar - Microsoft Internet Explorer provided by EDS COF

File Edit ‘“ew Favorites Tools Help eﬂ-‘“
@ Back - |ﬂ @ A /':' Search 7 Favorites £ = - &L ﬂ 3
Address |@ https: | fft-ups-future bwai. gow TWAILPS user fmain. jsp;jsessionid=G0kPhwl yL¥pCq2eQ2tx 7vSgbmld470gGI5GE 7w Th78dncf» ITXEEh - 12453792 2587 ang=en&cntry=U5 V| Go Links **
A
»J8 Treasury User Provisioning
Help | Logout
‘Welcome, srobt500. Please select one ofthese options:
My Treasury UPS User Account Management
* Manade by Applications
e Update bty Information
s Change bty Passward
e Update bty Secondary Authentication Answers And Shared Secrat
Administrative Tasks
e Create Account
e Manage User Accounts
Application Management Tasks
s SHD Application Management
Approve Requests
s Mo Pending Appravals
Logout Logged in as: srobta00
“
@Dune é O Inkernet
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3.1.2 Update Secondary Authentication Answers

The user is required to answer a minimum of 8 questions and provide a shared secret and then
click the “Next” button.”

Figure 22 illustrates the Treasury UPS Secondary Authentication Questions & Shared Secret
Page.

Figure 22 Treasury UPS — Secondary Authentication Questions & Shared Secret Page

Help
Answer Secondary Authentication Questions And Shared Secret

“ou are reguired to answer a minimum of 8 gquestions. And answer the shared secret.
Secondary Authentication Answers will be comverted to upper-case autormatically.

Account 1d mgibs504
Who is your favarite actorfactress?
Ywhat is your lucky numhber?
‘What is your favorite TV show?
Wihat is your favarite animal?
Wyhat is your favarite car?
What is your favorite color?
YWhat is your favorite movie?
Who is vour favarite singer?
What is your favorite food?

Wihere do you like to wvacation?

AND

Please enter a shared secret.This value will be used to validate your identity should you require assistance in re-setting your password.
Although this value is a secret, it is OKto reveal the value to an FMS help desk administrator when resetting your account.

Shared Secret -

Shared Secret Policy:

“Wust be at least & sharacters lang

"Must contain alphanumeric characters

*Thers can be 2 maximum of three repeated characters

* indicates a required field
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3.1.3 Confirmation Of Updated Answers
A confirmation is displayed, as illustrated in Figure 23.

Figure 23 Treasury UPS — Secondary Authentication Answer & Shared Secret

Confirmation
¥ |dentity Manaper - Microseft Internet Feplorer pravided by [6 COF r. |rE" |r5(|
Lk ok Wes  Favonmes  loos el "rn
Qud - O WA G Lo rwors @B O- & B 2 DB
oddress ] hotps e ape-usue, b, poe | VR S usen i okl amid b s S0 s LSS L) SR AU 1 A0 LB A B A A e g —en B ry— LU ~ Els ks *
f Treasury User Provisioning
Help | Lugoul
Confirmation
YOIr rRUER T ARSNRT SAcand e athanlicaion quEsions arc sharad sacrat compoatan succassAly
Laaiil Laneed oas: seablseon

#&]Dore S B reeme:
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3.2 Use Of Forgot Password Functionality

This section provides the steps involved to request a password when the user forgets the
password.

3.2.1 Forgot Password Functionality
Click the “Forgot Password” link on the UPS login page, as illustrated in Figure 24.
Figure 24 Treasury UPS — Login Page Forgot Password Link

A Treasury User Provisioning Service Logln - Microsoft Internet Explorer provided by Comcast [:I@@
File Edit “iew Favorites Tools Help :;'

> | ENE! 2 P search 7% Favorites & [ > &y B O Links

Addrass |5§| https ://ft-ups-future. twai.gov /wiwPublic/login-idm3. focc? TYPE=335544338REALMOID =06-638C8 3 3-a2d5- 1004-babd-830bdbabff10R.GL + | Go

3 Treasury User Provisioning

Help

Login to Treasury User Provisioning Service

‘Welcome to Treasury User Provisioning Service. Entervour user ID and passwoard, and then click Login. If you
can'tremember your password, click Forgot Password

User ID | |

Password | |

Begister Forgot Password Forgot UsedD

User clicks on Forgot
Password link

WARNING WARNING WARNING

Tou have accessed a United States Government computer. Unauthonized use of this computer 15 a wiolation of federal law and may subject you to
civil and critninal penalties.

This computer and the automated systems, which run on if, are menttored, Indiwiduals are not guaranteed privacy while using government cotnputers
and should, therefore, not expect it. Communications made using this system may be disclosed as allowed by federal law.

&] Done 5 @ Internet
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3.2.2 Enter User ID

Enter the User Id and click the Next button, as illustrated in Figure 25.

Figure 25 Treasury UPS — Treasury Login

4 |dentity Manager - Microsoft Internet Explorer provided by Comcast

L BIX
File  Edit View Favorites Took  Help :,'
Qeack - ) - [¥ @ » P oearch TrFavories € & (v & L ® Links =
Address |@ https: /fft-ups-flture. teai, gov/ TWAIUPS fuser fanoniWorkItermEdit. jsp; jsessionid=GIBG20xpGwLFLsCLG2CMBSLEY2LIFLSFLippk 1HRINQGFE! V| Go

LOG0UT | HELF
Treasury User Provisioning
Please enter the Treasury Login
User enters UID .
indicates a required field
&) Done S @ Internet
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3.2.3 Answer Secondary Authentication Questions

Answer the secondary authentication questions.

The user is presented with four questions (selected randomly by the system) from the ones that
were previously answered. The question will change each time the process is entered.

After answering the questions, click the “Next” button.

Figure 26 illustrates the Treasury UPS Answer Secondary Authentication Questions Page.
Figure 26 Treasury UPS — Answer Secondary Authentication Questions Page

fﬁ 1 Treasury User Provisioning

o e iy

Answer Secondary Authentication Questions
“ou are reguired to answer all questions below,

Treasury User D taccos00

Wihat is yvour favarite maovie? |answer?

YWhat is your faworite food? |answet9

Wiihat i wour favarite T show? |answer3

What is your favorite animal? |:answer4

* indicates a required field
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3.2.4 Authentication Information Page

Upon clicking “Next”, you will be directed to the “Authentication Information” page. Enter a
new password and then re-enter it to confirm this password.

Figure 27 illustrates the Authentication Information page.

Figure 27 — Authentication Information Page

3 Identty Manager - Microsoft Infernet Ceplerer provided by [06 COL
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LICIUT LELP
Treasury User Provisioning
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Froase prncr sour ardenlizcad an rfomralizy belos
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3.2.5 Password Reset Confirmation
A confirmation message is displayed, as illustrated in Figure 28, and an email with the temporary

password is sent to the user’s email address.
Figure 28 Treasury UPS — Password Reset Confirmation

2 Idantity Menaper - Microxoft Infernet Explerer provided by EDS COE
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3.2.6 E-Mail Confirmation
After clicking “Finish” in the previous step, you should receive an e-mail similar to the one
shown in Figure 29, stating that your password has been changed successfully.

Figure 29 — Email Confirmation Page
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Use Of Forgot User ID Functionality
This section provides the steps involved to request a User ID when the user forgets the User ID.

3.2.7 Forgot User ID Functionality
Click the “Forgot User ID” link on the UPS login page, as illustrated in Figure 28.
Figure 28 Treasury UPS — Login Page Forgot User ID Link

AL

Treasury User Provisioning

Help

Login to Treasury User Provisioning Service

YWelcome to Treasury User Pravisioning Service. Enteryour user ID and pasaword, and then click Login. If you
cant remember your pasaword, click Forgot Password

User ID | ‘

Password | |
Register Forgot Password Forgot UsedD /

WARNING WARNING WARNING

Tou have accessed a United States Government computer. Unauthorized use of this computer 15 a wiolation of federal law and may subject yvou to civil and
criminal penaliies.

This computer and the automated systems, which nin on i, are mettored. Indmiduals are not guaranteed privacy while using government cotnputers and should,
therefore, not expect tt. Communications made using this system may be disclosed az allowed by federal law.
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3.2.8 Enter E-mail Address

The user is required to enter the email address and click the “Next” button, as illustrated in

Figure 29.
Figure 29 Treasury UPS — Forgot User ID

S EASL

ﬁ Treasury User Provisioning

g

:
ray
ok -

SLVALE

Forgot User ID

Please Enterthe
Email Address

[ Mewt== ][ Cancel ]
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3.2.9 User ID Reset Confirmation

A confirmation message is displayed, as illustrated in Figure 30, and an email with the User ID is
sent to the user’s email address.

Figure 30 Treasury UPS — User ID Reset Confirmation

H Treasury User Provisioning

Confirmation

Your request for userld has heen completed successtully.

Re-Certification
Account Consolidation
CR 184 — Allow an Administrator to Change User ID Information

4.0 ADMINISTRATIVE CAPABILITIES
This section describes some of the tasks that can be performed by application administrators.

4.1 Login To UPS
In order to perform administrative tasks, you first must login with an administrator account.
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Figure 31 illustrates the Treasury UPS Login Page.
Figure 31 Treasury UPS Login Page

- Treasury User Provisioning

Help

Login to Treasury User Provisioning Service

Welcorme to Treasury User Provisioning Service. Enter your user 1D and password, and then click Login. Ifyou
can't remember your password, click Forgot Password

User ID | |

Password | |

Register ForgotPassword Forgot UsedD

WARNING WARNING WARNING

Tou have accessed a United States Government computer. Unauthorized use of this computer is a wiclation of federal law and may subject vou to civil and
critninal penalties.

This computer and the automated systemns, which run on it, are momtored. Indiwiduals are not guaranteed privacy while using government computers and should,
therefore, not expect it. Communications made using this system may be disclosed as allowed by federal law

4.1.1 Manage User Accounts
On the Welcome Page under the “Administrative Tasks” section, click on the “Manage User

Accounts” Link

Figure 32 illustrates the Treasury UPS Welcome Page

Figure 32 Treasury UPS — Welcome Page
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4.1.2 Find User

On the “Find User” page, type in the appropriate search criteria (UserID, Name or E-Mail
Address) and click on “Find”.

Figure 33 illustrates the Find User Page.

Figure 33 Find User Page
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Select user from search results and click “Next”.
Figure 34 illustrates the “Find User Results” screen.

Figure 34 Find User Results Screen
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4.1.3 Manage Treasury Account

Upon clicking “Next” on the Find Users Results screen, an administrator will see the “Manage
Treasury Account” screen with three options:

Register Treasury Administrator — Allows an administrator to assign an appropriate user with
administrative rights.

Update Treasury Information — Allows an administrator to update users’ personal information
such as Address, Phone Number, E-Mail address, etc.

Reset Password — Allows an administrator to reset users’ passwords.
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Figure 35 illustrates the “Manage Treasury Account” screen.

Figure 35 Manage Treasury Account Screen
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4.1.3.1 Register Treasury Administrator

If a user needs to have administrative rights, you can click on the “Register Treasury
Administrator” button on the “Manage Treasury Account” screen. After this, you can select the
“Treasury OU Administrator” option for the Treasury UPS Role and click on the “Find an
Organization to Assign” button.

Figure 36 illustrates the “Treasury UPS Administrator Role Assignments” screen.

Figure 36 Treasury UPS Administrator Role Assignments Screen
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4.1.3.1.1 Select Organization

The next step is to choose an Organization for which a user should have administrative rights
under.

Figure 37 illustrates the “Select Organization” screen and depicts all of the options that an
administrator can choose.

Figure 36 Select Organization Screen
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4.1.3.1.2 Select Organization — Page Two

The next Select Organization screen forces the administrator to enter the ABA Number or
Organization Name to which the user should have administrative rights.

Figure 37 illustrates the second part of selecting an organization.

Figure 37 Select Organization Screen — Page Two
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4.1.3.1.3 Select Organization Results
After entering the ABA Number or Organization Name, the results of your query will appear.

Figure 38 illustrates the results page after entering an ABA Number or Organization Name.

Figure 38 Select Organization Results Screen
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4.1.3.1.4 Assigned Organizations Confirmation

After selecting the appropriate ABA Number or Organization Name, an “Assigned Organizations

Confirmation” screen will be shown to confirm the organization of which the user will have
administrative rights for.

Figure 39 illustrates the Assigned Organizations Confirmation screen.

Figure 39 Select Organization Results Screen
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4.1.3.2 Update Treasury Information

If an administrator needs to update a users’ personal information, he/she can do so by clicking on
the “Update Treasury Information” button on the “Manage Treasury Account” screen.. On the
“Update Personal Information”, an administrator can edit any of the fields available and then
click “Next” on the bottom of the page.

Figure 40 illustrates the “Update Personal Information” screen.

Figure 40 Select Organization Results Screen
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4.1.3.3 Update Treasury Information — Confirmation Page
Once all of the personal information of a user is edited by an administrator, the administrator will
receive a confirmation page that the modified information has been completed successfully.
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Figure 41 illustrates the Confirmation Page.

Figure 41 Confirmation Page
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4.1.3.4 Reset Password

If an administrator needs to reset a user’s password, he/she can do so by clicking on the “Reset
Password” button on the “Manage Treasury Account” screen. Upon clicking on this button, an
administrator will be prompted to select a means to convey the password to the user. An
administrator can choose from one of the following options:

E-Mail — An e-mail is sent with the new password to the user.

Postal Mail — The password id sent to the user’s mailing address.

Telephone — The password is displayed on the screen to the administrator where he/she can relay
the password over the telephone.
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Figure 42 illustrates the Authentication Information Page that is displayed when an administrator
attempts to reset a user’s password.

Figure 42 Authentication Information Page
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50 ACCOUNT CONSOLIDATION

The initial account consolidation process is handled by the LDAP team through written scripts.
The business owners of each application involved will provide the LDAP team with the accounts
that will need to be consolidated. Accounts will be merged based on certain criteria discussed
prior between the LDAP team and the business owner. Possible scenarios and outcomes of the
merged accounts are defined in the table below:

FMSStdAcct acctiD1 acctiD2

acctIDFMSStd | acctiIDFMSStd acctiD2

acctIDFMSStd | acctiD1 acctiIDFMSStd

acctIDFMSStd | acctiIDFMSStd acctiIDFMSStd
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The LDAP team will merge the accounts and an FMS standard account (FLLLL599) will either
be created or updated if one already exists. For example, in the first scenario in the above table,
two non-standard FMS accounts exist for the user. These two non-standard FMS accounts are
merged into a new FMS-standard account. In the second and third scenarios, the user has one
FMS-standard account and one non-standard FMS account. The information contained in the
two accounts will be merged, but the existing FMS-standard account will be used as the newly
created merged account. In the fourth scenario, the user has two FMS-standard accounts. The
information contained in the two accounts will be merged and the id listed as Merge Account | in
the input file will be used as the merged account.

Once the LDAP script mentioned above is executed and a user included in the script attempts to
login to his/her application, he/she will be redirected to UPS where he/she must login.

Figure 43 illustrates a user logging into his application (in this case, it is TT&L Plus).

Figure 43 TT&L Plus Login Page
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Figure 44 illustrates the Redirection Notification page.
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Figure 44 Redirection Notification
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After clicking on the link provided in the Redirection message, a user will be prompted to login
to UPS.
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Figure 45 illustrates the UPS Login Page.

Figure 45
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Upon logging into the UPS application, a user will be prompted with a screen that shows all of
the accounts that will be consolidated into one.
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Figure 46 illustrates the “Update of Treasury Accounts” screen.

Figure 46 Update of Treasury Accounts Page
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Upon clicking “Next”, a user will be prompted to review his/her personal information, including
demographic information. This information is taken from the most recently created account for
that user.
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Figure 47 illustrates the “Update Personal Information” screen

Figure 47 Update Personal Information Page
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After clicking “Next” on the Personal Information page, a user will be prompted to accept the
Treasury External User Rules of Behavior (RoB). It is important to note that it does not matter if
a user has accepted the RoB previously.
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Figure 48 illustrates the “Treasury External User Rules of Behavior” screen.

Figure 48 Rules of Behavior Page
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After clicking on “Accept” for the RoB, a user will be required to answer Secondary
Authentication Questions and supply a shared secret, regardless if he/she has done this for any of
his/her old accounts.

49
Treasury User Provisioning Service Guide March 24, 2007



Treasury User Provisioning Service Guide

Figure 49 illustrates the SAQ and Shared Secret screen.

Figure 49 Answer SAQ and Shared Secret Page
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Once these answers are provided and the user clicks “Next”, he/she will be directed to a
Password Confirmation page. On this page, the user’s newly merged account will be displayed
and he/she will be prompted to enter and confirm a new password.
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Figure 50 illustrates the “Password Confirmation” screen.

Figure 50 Password Confirmation Page

" Idaresy Menager - Wingoss inlernat Explores

w7 ranes ru [ERODEN 2155

Q- e st e vt ban 76 F— —

Fie Bt Yes Faaods Took Wl

WO sty Maar

@Treas ury User Provisioning

Passwaord Confirmation Page

Plaiss ke an 8 confim sl baw gasswond Bukne

T useri M AR

[l PasswTe

Carlam Passanie

* indicakes aegardro
[ esProstous | [ heatre | [ Ganced |

Lageu LoDt N G OF_CH GMkeamian 1

) PR Plaagar Fapart ... | o SESSIORE - EHTRAIP..

T e

After a user clicks on “Next”, he/she will be directed to a Confirmation Page. This confirmation

page will reiterate to the user which accounts have been consolidated and it will display the
user’s newly created merged account.

51
Treasury User Provisioning Service Guide March 24, 2007



Treasury User Provisioning Service Guide

Figure 51 illustrates the Account Consolidation Confirmation screen.

Figure 51 Confirmation Page
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Upon clicking on the “Finish” button, the user will be prompted with a message stating that the
web browser session will be closed.
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Figure 52 illustrates the Windows IE dialogue box prompting the user that the web browser will
close.

Figure 52 Windows IE Dialogue Box
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After clicking OK, another pop-up message will be displayed stating that the current webpage
will be closed.
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Figure 53 illustrates another Windows IE dialogue box.

Figure 53 Windows IE Dialogue Box
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Clicking “Yes” marks the end of the account consolidation process. At this point in time, if a
user desires to log back in to UPS or his/her application, he/she must open up a new web browser

session.
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6.0  Re-Certification

The following section describes the annual re-certification process customized to the Savings
Bonds Direct (SBD) application. At a minimum, it will depict the screen shots a user will
encounter when attempting to re-certify application users.

The Information Systems Security Officer (ISSO) is assigned the ISSO role in UPS by a TWAI
UPS Administrator. This is the initial step to the re-certification process. The SBD CBAF will
provide the TWAI UPS team with the user id for its ISSO. Once the ISSO has been seeded by
the TWAI UPS team, he/she will login to the UPS login screen. It should be noted that the ISSO
will not have application access and as such, he/she should login directly to the UPS application
rather than logging into the SBD application.

Figure 54 illustrates the UPS Login Screen.

Figure 54 UPS Login Screen
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Upon logging into UPS, the ISSO will see a “Recertification Tasks” section on the UPS
Welcome screen. In order to kickoff the re-certification process, the ISSO must re-certify all of
the High Level Certification Officers (HLCOs) (For SBD purposes, HLCOs map to the SBD
Security Administrators (Role = 0)). This is done by clicking on the “Recertify Application
Users” link under the “Recertification Tasks” Section.
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Figure 55 illustrates the UPS Welcome screen.

Figure 55 UPS Welcome Screen
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The ISSO will see the “Search Option Selection” screen where he/she can find users that need to
be re-certified by choosing one of the options available.

Figure 56 illustrates the “Search Option Selection” screen.

Figure 56 Search Option Selection Screen
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In order for the ISSO to re-certify all of the HLCOs at one given time, the best search option to
choose is the “Recertification Officer” option. After choosing this search option and clicking
“Next”, the ISSO will see the Officer Level Selection screen.

Figure 57 illustrates the Officer Level Selection screen.

Figure 57 Officer Level Selection Screen
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At this point, the ISSO will select “HLCO” and click “Next”, which will take him/her to the
SBD User Recertification screen.

It should be noted that the “Recertify Action” for each user will be set to “Pending”. This value
is set by a script run by the LDAP team and takes all users whose application status does not
equal “Delete” and sets the flwsbRecertAction attribute to “Pending”.
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Figure 58 illustrates the SBD User Recertification screen.

Figure 58 SBD User Recertification Screen
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At this point, the ISSO is ready to certify the HLCOs that need to be re-certified. He/she can
perform an action on a user by selecting a value contained in the drop down box in the “Recertify
Action” column. The four values are as follows:

Pending — This value is the default value set for all users marked to be re-certified.

Certify — This value should be chosen if a user needs to be re-certified.

Revoke — This value should be chosen if a user no longer works for SBD or should not have
access to SBD. Once the preliminary closeout script is run, this user’s application status will be
set to “Delete” and he/she will not be able to access the SBD application.

Defer — This value should be chosen if the Re-Certification Officer is unsure if the user should
be re-certified. The value can be changed to “Certify” or “Revoke” at any time. However, once
the preliminary closeout script has been run and the value is still set to “Defer”, these users’
application status will be set to “Delete” and he/she will not be able to access the SBD
application. NOTE: Any user that is set to “Defer” must have a comment associated with it. A
Re-Certification Officer can type in the comment in the text field provided under the Recertify
Action.
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Figure 59 illustrates the options for “Recertify Action”.

Figure 59 SBD User Recertification — Recertify Action Options Screen
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Once the ISSO makes all of his/her actions on the HLCOs, he/she should click on the “Submit”
button on the bottom of the page.

Figure 60 illustrates the various buttons (including Submit) on the bottom of the “SBD User
Recertification” screen.

Figure 60 SBD User Recertification — Action Buttons
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Upon clicking “Submit, you will receive an “SBD User Recertification Confirmation” screen.
(This screen will summarize the actions taken and will tell you how long it will approximately
take to complete the task. It also forces the ISSO to click “Confirm” to continue. As it states on
the page, there should be no other recertification tasks conducted while this task is running.

Figure 61 illustrates the SBD User Recertification Confirmation screen.

Figure 61 SBD User Recertification Confirmation Page
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After clicking on the Confirm button and waiting for the task to be completed, you can go to the
UPS Welcome page and look at the “View Recertify Task Results”. If a number other than 0 is
shown, you can click on this link to view the Recertification Task Results.

60
Treasury User Provisioning Service Guide March 24, 2007



Treasury User Provisioning Service Guide

Figure 62 illustrates the UPS Welcome Screen where a recertification task is ready to be viewed.

Figure 62 UPS Welcome Screen — View Recertify Task Results Option
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The “Recertification Task Results” screen shows whether or not the task you performed was
successful. In Figure 63, you can see that the particular task that ran was successful. If you
would like to see more detailed information, you can click on the blue hyperlink provided under
the “Task Results Link”. Note: All times given are in UTC, which is 4 hours later than Eastern
time.
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Figure 63 illustrates the “Recertification Task Results” screen.

Figure 63 Recertification Task Results
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Upon clicking on the hyperlink, you will see the “SBD User Recertification Task Result
Summary screen. This screen will show how many users were certified, deferred, and revoked.
If you would like to see the specific users that were certified, deferred, or revoked, you can click
on the blue hyperlink provided next to the action taken.

Figure 64 illustrates the User Recertification Task Result Summary screen.
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If you click on “View Certify Task Result List”, you will see the SBD Recertification Task
Results — Certify Action screen. This screen will list all of the specific users that were certified.

Figure 65 illustrates the Recertification Task Results — Certify Action screen.

Figure 65 Recertification Task Results
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Upon clicking on the “Return to Summary” button, you will see the SBD User Recertification
Task Result Summary Screen again. When you are finished looking at all of the hyperlinks, you
can click on “Finish”. By doing this, you will delete this Task Result Summary and then you be
directed to the UPS Welcome Screen again.
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Figure 66 illustrates the User Recertification Task Result Summary screen.

Figure 66 User Recertification Task Result Summary Page
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You will notice that now the “View Recertify Task Results” link shown no entries next to it.

Figure 67 illustrates the UPS Welcome screen with no tasks showing in the “View Recertify
Task Results”.

Figure 67 UPS Welcome Screen
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As it was mentioned previously, the High Level Certification Officer (HLCO) maps to the SBD
role of Security Administrator. The HLCO cannot certify anyone until he/she himself is re-
certified by the ISSO. Once the HLCO is re-certified, he/she can re-certify all SB Users and
Internal FRB Users. The HLCO can also re-certify the Primary Certification Officers (PCOs).
The PCO role maps to the SBD role of Local Security Administrator (LSA). The PCO will be
able to re-certify other PCOs, Secondary LSAs, and Data Entry Users after him/herself is re-
certified either by an HLCO or another PCO.

All of the re-certification officers can follow the steps outlined in the ISSO section of this
document to perform the re-certification of all of the SBD user community.

Figure 68 illustrates the Application Security Administrator Role Matrix.

Figure 68

SBD Security Admin Role Matrix

Application Security Administrator Role Matrix

Application | ISSO HLCO (can PCO CO (levell) CO (level2)*
(can certify | certify all (can certify all | (can certify all | (can certify
all application application application all
application | users users users within application
users and including all including their users within
Certification | PCOs and other PCOs Organization) | their
Officers) COs) and COs organization)

within their
Organization)

SBD Security Local Security | N/A N/A

Seeded Administrators | Administrators

(LSASs)

As the re-certification process is kicked off, the SBD application will have a set time limit to
perform the re-certification of its users that is agreed upon by the SBD application owners and
the UPS development team. Prior to the end of the re-certification window, a process known as
the preliminary closeout process is kicked off. Again, the date that this process is kicked off is
determined and agreed upon between the application owners and the UPS development team.
This process is kicked off by an LDAP script which takes all users who were either put in a
“deferred” status or where no action was taken and puts them in a “Revoke” status. Any user’s
status that is set to “Revoke” (either by a Re-certification Officer or by the LDAP script) will be
automatically set to an application status of “Delete”. As a result, if a user has not been certified
prior to the running of the LDAP preliminary closeout script, he/she will not be able to access the
SBD application because his/her SBD status has been set to “Delete”.

Between the time that the preliminary closeout script has been run and the time that the re-
certification window ends, any user that was put in a status of “Revoke” can be set to “Certify”
or “Defer” by a Re-Certtification Officer, if desired. This can be done by clicking on the
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“Recertify Application Users” link on the UPS Welcome screen and choosing “Recertify Action”
on the Search Option Selection screen.

Figure 69 illustrates the Recertification Search Option Selection screen.

Figure 69 Recertification Search Option Selection Page
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Once the Re-certification Officer selects “Next”, he/she should select “Revoke” on the Recertify
Action Selection screen. It should be noted that once the LDAP preliminary closeout script has
been run, there will be no users found if you click on “Certify” or “Defer” the first time.
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Figure 70 illustrates the Recertify Action Selection screen.

Figure 70 Recertification Search Option Selection Page
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Upon selecting “Revoke” and clicking “Next”, you will be prompted to perform action on all of
the users that were put in a revoke status after the LDAP preliminary closeout script was run.

Figure 71 illustrates all users put in a “Revoke” status.

Figure 71 User Recertification Screen — Revoked Users
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After performing all of the appropriate recertify actions, you can click on “Submit”. This will
bring you to the “SBD User Recertification Confirmation”.

Figure 72 illustrates the User Recertification Confirmation screen.

Figure 72 User Recertification Screen — Revoked Users
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By clicking “Confirm”, you will have successfully completed the recertify actions that you
performed. You can check out the specifics of your actions by clicking on the “View Recertify
Task Results” link on the UPS Welcome page once you have given ample time for the task to
run. You may need to click the “Refresh” button on your web browser. Once there is a number
other than (0) next to the “View Recertify Task Results” link, you can view the results. For
specifics of how to view the results, you can follow the steps outlined in the “Seeding of ISSO”
section of this document, represented in Figures 62 -67.

Once the end of the re-certification window is reached, all users that have a “Recertify Action”
other than “Certify” will be placed in a “Revoke” status and will be have an application status of
“Delete”. At this time, the LDAP Final Closeout script will be run to mark these accounts as
delete. Once this is done, the users will be deleted from the LDAP directory and then will also
be deleted from UPS. As a result, if a user who has been deleted through this process and wants
to have access to SBD once again, they will have to be created by an administrator. It should be
noted that if a user needs to be created, his/her e-mail address that was used previously can be
used again since the account will have been deleted from both LDAP and UPS.

At any time during the re-certification process, a Re-Certification Officer would like to run a re-

certification report, he/she can do so by clicking on the “SBD Recertification Report™ link on the
UPS Welcome Screen.
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Figure 72 illustrates the UPS Welcome screen.

Figure 72 UPS Welcome Page
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After clicking on this link, you will see various report options.
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Figure 73 illustrates the various re-certification reports available.

Figure 73 Re-Certification Report Options
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SBD Certified Users Report — This report will show all of the users that have been certified
during the re-certification process and will show the fields depicted in Figure 74.

Figure 74 SBD Certified Users Report
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SBD Deferred Users Report — This report will look exactly the same as the SBD Certified
Users Report, except that the value of “Defer” will appear in the “Recert Status” column.

SBD Pending Users Report - This report will look exactly the same as the SBD Certified Users
Report, except that the value of “Pending” will appear in the “Recert Status” column.

SBD Recertification Detailed Report — This report will list all SBD users whose application
status was “Active” when the SBD Re-Certification window was open and will give specifics
related to re-certification actions taken/not taken.

Figure 75 illustrates the SBD Recertification Detailed Report.

Figure 75 SBD Recertification Detailed Report
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SBD Re-Certification Summary Report — This report will give a count of the various re-
certification actions taken for a particular SBD role.
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Figure 76 illustrates the SBD Re-Certification Summary Report.

Figure 76 SBD Recertification Detailed Report
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SBD Revoked Users Report - This report will look exactly the same as the SBD Certified Users
Report, except that the value of “Revoked” will appear in the “Recert Status” column.

SBD Users Created in Recertification Period — This report will depict all of the new users that
were created after the SBD Re-Certification process began.
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Figure 77 illustrates the SBD Users Created in Recertification Period Report.

Figure 77

SBD Users Created in Recertification Period Report
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